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ABSTRACT

With a variety of data types and high utilization of data, non-relational databases are a popular data storage because it
supports better availability and scalability. The increasing use of this technology also brings the risk of NoSQL injection
attacks. Existing works mostly discuss the rule-based detection of NoSQL injection attacks that it is hard to deal with
NoSQL queries beyond the coverage of the rules. In this paper, we propose a model for detecting NoSQL injection attacks.
Our model is based on deep learning algorithms that select features from NoSQL queries using CNN, and classify NoSQL
queries using RNN. Also, we experiment the proposed model to compare with existing models, and find that our model
outperforms traditional models in terms of detection rate.

Keywords: NoSQL injection, Deep Learning, Convolutional Neural Network(CNN), Recurrent Neural Network(RNN)
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4kl (injection) YA d&Esl= F2 A
% 32, 2019 CWE Top25 Most Dangerous
Software Error list(2]el 4Fsle] Zg=hgle}. =
g 7 & ST S ofERAelA Hel ZEA
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Fig. 1. Structure of CNN, consisting of
convolutional, pooling, and fully-connected
layers
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Fig. 2. Structure of RNN, consisting of input layer, hidden layer with LSTM Cell, and output layer
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Fig. 3. The Structure of our Proposed Model, consisting of Data pre-processing, CNN, and RNN
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Table 1. The Structure of Convolution Layers

Layer Kernel | Stride Filter Output
input - - - mXx128
convl 3128 1 64 7 X 64
max1 2 2 - 0.5m X 64
conv2 3X64 1 32 0.5m X 32
max2 2 2 - 0.5%m, < 32
conv3 3%x32 1 16 0.5*m < 16
max3 2 2 - 0.5°m < 16

t}. o]= RNN zude] A7t whAwict
A Al el o] kel A A9
o 24 AAD HelHE Sadte &
_ﬂfslo]];]. n:—s]_ LSTM mdlo] Fx1d
el A)o)E

i

mlo
1
T,
o

-

o
o o r_,TL ind
- ‘“l°
ru
oot

it

20 43k Evﬂ;om el = ol B
23}

We AE QEgeR At RNNS a7l
eUze sME, e9F kY AL Wl

LSTM A 243 gE2 a4 ASe] Ezte
2 AR 272 23 gh(logit value) o #3kwl
o o] gt vhaIgke] wES wF Hal 94 2d
9| HE ~7e} 2HE AR olv mhraghe
1Yl =] (mini-batch) W] g = 2+ A&7} =t
Ao vehd Azk A= 1, vA] A7 &
Aole 022 Azl welelt), £ =Foie =
< 5] A8 &4 4R O A" EHE
gl abole] WAl QI EZY](cross entropy)S Af
slgdon HAZ} dxeE]lEodg Adam(17)S Ab
gt

Fig.5.= Ak 29 sk A 9] of|Ale]t}

=]

ObOOFO_YimLLr

input data

Multiply mask, |Result
value

wx128

X128

[ -
[ ]
[ ]
[ ]

wx128
wx128
X128

Sum(xy ..., x10)

wx128 = logit value

wx128

|
H|ZAE  dlo|elwlo] 2~z thekgt dlole] Rd&
Adsk=dl, 7P dubdel doly mele o uk
NI LI I g B Ll e 2 A ] - I 1=
ol A= 41 7[HE dlele] mels A FgEle o
EAQ vFAY oy wlo]~ &34 Mongo-
DB} CouchDB9] NoSQL A5 itz Ay

1rl-u: Hn



AR B 583 =77] (2020. 6) 461

Table 2. Experiment Environment

Table 4. CouchDB Dataset Statistics

CouchDB
Benign Injection Total
Training 240 40 280
Test 60 10 70
Total 300 50 350

0S Ubuntu 18.04.4
CPU AMD Ryzen 7 1800X Eight-Core
Processor
GPU NVIDIA GeForce GTX 1080 Ti
RAM 64GB
TensorFlow 2.1.0
< a3,

2 wola] Alehe wae] S Sla) A

|28 2L Table 2.9} %t}

>

4.1 &8 HOIE

Aglell AHgE dlole AlEE Islam(10)9] A+
o M43l =2~ 9M(cross—over) ¥ FElo]A

i

ol ol

(mutation)& A83te] doJg] AEE WAl
(over-sampling) gt dlo]e] AEE |3 Hto} o]
s AgE 289y, 71 Jel= Table 3.
Table 4.9} #t}. Islam(10)9] Qe &Jshd, o]
dlo]e] AlE+ MongoDBe} CouchDB9 NoSQL
Z ool el 7AFo] ks FA, 2hile] A=
FHzo] dlolg] AlER B =Fo] Alekst= NoSQL
Al 34 '] mde] AY dlo|e| 2 A3t

MongoDB dlele] AE= 203709 Al A&
x3s & 1,00470¢] A& 23l gloH, 1%
803709 A= TS & AH-Hla, YA 201
Mol A= s H7kE fld AR-sich

CouchDB HloJe AEL 50719 ARl =&
Z33 F 350709 AE Egsta g9lew, %
280719 Aol= 55 ¢8 AR, A 7070
o] A= A5 HrkE s A

Table 5.9} #°] MongoDB¢ CouchDB2| A
8] Aeol= & 253/0E, 25 PHP Array 4+ A
ol 13470, NoSQL OR Al A+ 207,
JavaScript  7]¥F Ak A= 430,

Table 3. MongoDB Dataset Statistics

MongoDB
Benign Injection Total
Training 631 172 803
Test, 170 31 201
Total 801 203 1004

Table 5. Statistics of Injection Queries Dataset

Injection Type # of Samples
PHP Array injection 134
NoSQL OR injection 20
JavaScript based injection 43
Piggybacked queries 56
Total 253

Piggybacked A2+ 5671},
4.2 Nl 1M

Islam(10)¢] <7l A3 MongoDB9}
CouchDB®] NoSQL #4& o= dlole] A
2 & NoSQL Al 34 €45 33t

dlole] AAe= Fig.4.9F o] APt oldf
ZAele] ) Zolal L& 400, M2 HFHel A5
n 10, A2 PHof o] 27] m 400t o}
2 shte] A= '40x 128’3715 7kl 10709
PR =

Whel dlole o] tjall 54 FEF3 NoSQL A
34 "= Fig. 5.9k 2] A5t 24 229 &
22 character-level CNN=2 7w '5x16
(m=40)°] FHZ Wskd 54 weje] A4l =
80olct. o] 8074 EA wWE= o7} 121 1749
24938 233 RNNS A9 12831 #efzk
o] =t} wUwx] =7)E= 256, 5E(learning
rate)= 0.01, olZ(epoch) 100°]c}.

Agrsls mdle s A3 g8 A=
(accuracy), B E(precision), A& (recall),
F-score® &43th AHZE= AA <53kl Hsl
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Table 6. Comparison Results for Different Methods via Performance Measures

Dataset Reference Classifier Accuracy Precision Recall Fs Score

Decision Tree 91.6642% | 93.4370% | 92.6929% | 0.932872

Random Forest 91.8772% | 93.5465% | 92.9375% | 0.932460

AdaBoost 91.7880% | 93.4722% | 92.8735% | 0.933518

Islam(10) Neural Network 91.8772% | 93.5537% | 92.9392% | 0.934302

MongoDB SVM 89.4552% | 91.0479% | 91.5189% | 0.910000

k Nearest Neighbor 91.6196% 93.3030% 92.7668% 0.931952

XGBoost 89.5101% | 90.7910% | 87.9179% | 0.884429

our method CRNN 98.4849% | 97.0588% | 94.2857% | 0.948576

Decision Tree 88.3333% | 90.7801% | 85.3333% | 0.896358

Random Forest 88.5666% | 90.8256% | 85.8000% | 0.897641

AdaBoost 88.6333% | 90.8386% | 85.9333% | 0.898132

Islam(10) Neural Network 88.6667% | 90.8451% | 86.0000% | 0.898328

CouchDB SVM 85.2000% | 84.6685% | 85.9667% | 0.849250

k Nearest Neighbor | 88.6667% | 90.8451% | 86.0000% | 0.898328

XGBoost 85.3600% | 85.0000% | 84.0600% | 0.842463

our method CRNN 98.5507% | 90.9091% | 100.000% | 0.980392

4% YeRit}d. F-scoret 4] (3)3} o] AHE gk RNNS #8353 FAld, RNNe9 24
o} AHES o]t AxE= BFkel ukel Fi-score, LSTM A& AHsl A7] &8 A& idgct

Fo-score 522 EFEch B =FdxE F-score o= AAE dolele EAE 714 NoS

o] p3rel 28l Fy-scores AH&-3ct.

_ (BP+1)x

(Precision X Recall)

(8% < Precision) + Recall
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